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How Electronic Health Records are Impacting the Health Care Industry 

Abstract 

In comparison to many other processes, the enactment of Electronic Health Records as part of 

the American Recovery and Reinvestment Act of 2009 (111th Congress, 2009; Mennemeyer et 

al., 2016), to some extent, is perhaps incomplete and insufficient to address the complex 

interrelationships of technical change in a model with environmental constraints among 

processes related to patient treatment process (Ly et al., 2009). Although the perception of 

interoperability needs to evolve from traditional architectures (Adenuga et al., 2015), the 

consideration of interoperating pairs of systems to the capability of machine learning and 

mathematical modeling necessitates the identification of new requirements that address 

theoretical complexities, general concepts associated with practical aspects for critical care, 

health care providers according to (Ser et al., 2014), are finding that current EHRs requiring 

time-consuming data entry, can interfere with physician-patient interactions, particularly 

healthcare quality and safety. While core values reduce semantic ambiguities associated with 

ideology (Codish & Shiffman, 2005), evidence in the decision-making process, according to 

(Salzman et al., 2012), can inspire and motivate administrators, researchers, and clinicians to 

increase quality patient care and participate in practice change outcome metrics. 

Keywords: Electronic Health Record (EHR), Patient Care, Clinical Decision Support 

(CDS), Patient Health Information (PHI), Health Insurance Portability and Accountability Act 

(HIPAA) 
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Introduction 

Health care innovations have significantly impacted patient care, helping people live 

longer and with an increased quality of life. New treatments, therapies, drugs, and diagnostics are 

saving lives daily. While delivering patient-centered care is at the core of ensuring patient 

engagement, physician-patient interaction has increasingly focused on optimizing the patient 

experience (Dranove et al. 1999). Positive patient-provider communication has been shown to 

increase satisfaction (Rathert et al., 2013), decrease patients' likelihood of adverse outcomes to 

pursue lawsuit litigation (Hickson & Jenkins, 2007), and bolster placebo effects in medication 

and “efficacy treatments interventions,” (Miller & Kaptchuk, 2008). Since patient-centered care 

involves exchanging information, developing interpersonal relationships, and sharing decision-

making (Arnold et al., 2015), the capacity to obtain, process, and function within the US Health 

System becomes a critical objective for many Americans. In recent years, healthcare systems 

have been incentivized to adopt Electronic Health Records (EHRs) to improve care quality. 

According to Thompson et al. (2010), the positive benefits of EHRs on healthcare facilitation 

include patient privacy and security, reducing cost through decreased paperwork, physician-

patient communication, accurate coding and billing, consolidation of information, improved 

diagnostic and patient outcomes, and secure sharing of medical records, are well-documented. 

However, becoming a phase where technology, patients, and organizations imply a close and 

continuous interaction (Saba, 2015), limitations of standardization, attitudinal and organizational 

constraints, and individuals' behavior are barriers to adopting and using EHRs.  Associated with 

poor system design or improper use, EHR systems' impact on information integrity can lead to 

inaccuracies that endanger patient safety or decrease care quality. 
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Contingency Factors with EHR 

Whether a group practice, a single health care entity coordinating referrals, or self-

insured or government-funded health plans obtain a similar effect from their EHR 

implementations (Majette, 2011) remains an essential question because there are significant 

differences in hospitals' characteristics adopting these systems according to (Adler-Milstein & 

Jha, 2017). Evaluating computerized health information systems' hardware and software 

constitutes a suite of applications with different functionalities. Due to nonlinear relationships 

between machine learning and statistical methods (Nisbet & Miner, 2009), these systems also 

often serve as data repositories shared by others to support clinical, financial, and administrative 

processes. When the availability of EHRs lacks adequate support (Daigrepont & EFPM, 2020), 

alternative methods must be used to maintain healthcare continuity. 

Patient Care 

By providing access to information and resources such as Laboratory Information 

Management Systems (LIMS), providers can approach various conditions (Mahaffey, 2012), 

efficiency, enhanced productivity, and security measures to reduce duplication, costs, and 

disease outcomes. The structured EMR data provide the potential to access point-of-care data 

that can be used to inform practice and conduct research. With meaningful use, including 

standard and consistent data entry in specific fields (Wager et al., 2017), the EMR data provide 

the physician with valuable practice-level information. Used for practice-level interventions such 

as “efficacy trials comparing a medication to a placebo” (AHRQ, 2011), the data provides 

feedback to the primary care providers about their care quality, such as screening rates and 

preventive target achievements. EHR also facilitates requests and task assignments to various 

team members. Charting summaries, medical notes in an exact structured format that reduces 
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medical errors in prescribing, and consultation letter templates provide consultants and different 

team members with legibility, facilitate concise documentation, and improve communication and 

relationships between family physicians and their multidisciplinary team members.  

EHR optimization is integral to leveraging the technology to improve clinical workflow. 

An adopted and implemented EHR does not mean the hospital will automatically function more 

effectively but understanding how to improve is critical (Beik & Pepper). As value continues to 

be emphasized, hospitals must assess how they use technology to support it. In improving 

clinical workflow through EHR best practices, healthcare organizations can ensure sustainable 

health care, making them more viable in both the process and outcome of change. 

Patient Privacy and Security Risks 

According to Justices Warren and Brandeis (2019), “if privacy is once recognized as a 

right entitled to legal protection, the interposition of the courts cannot depend on the … 

publication, is merely an instance of the enforcement of the more general right of the individual 

to let alone.” 

Taking on various forms and can be stored in multiple media, information made available 

due to a clinical relationship is considered confidential and must be protected (McWay, 2008). 

Patient information should be released to others only with the patient’s permission or as allowed 

by law. However, American Psychological Association (APA) (the United States, 2001, p. 102), 

section 164.506, states, “information can be released for treatment, payment, or health care 

operations without a patient’s authorization.”  Although the patient has federal, state, and legal 

rights as per Health Insurance Portability Accountability Act (HIPAA) regulations, CFR 

164.524(b)(2) – Access of Individuals to Protected Health Information (PHI) to view, obtain a 

copy of, and amend their Personal Health Information (PHI) with 30 days of the request (Cornell 
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Law School, n.d.), the key to preserving confidentiality is making sure that only authorized 

individuals can access information. The process of controlling the amount of information 

accessed with permitting users. Hence, designating user privileges is a critical aspect of fulfilling 

security and privacy requirements (Gajanayake et al., 2012); all users have access to the 

information they need to fulfill their roles and responsibilities (Information Technology Digest 

(1992), and according to the United States Senate (1997 Sep, 11) “they must know that they are 

accountable for the use or misuse of the information they view and change.” 

A breach of medical information confidentiality can occur with paper medical records, 

but the risk of a violation is significantly elevated with an EHR system (Hassidm et al., 2017). 

As a result, one must be vigilant in preventing unauthorized access to patient information, 

including software discipline, system self-assessment, audits, control of external 

communications, and disaster recovery procedures. The Health Insurance Portability and 

Accountability Act of1996 (HIPAA) (the United States, 1997 Feb, 11) provides data privacy and 

security provisions for safeguarding medical information. Embedded in the Medicare and 

Medicaid Electronic Health Record Incentive Programs through the meaningful use requirements 

(Wager et al., 2017), violation of privacy and compromised confidentiality when using an EHR 

system could result in HIPAA violations. 

Liability and Ethical Problems 

Ethics in relation to law, patients have a right to their PHI (Cornell Law School, n.d.). As 

value continues to be emphasized, EHRs can increase participation and engagement in health 

care through patient access, empowerment, and improved communication. However, patients 

may not understand the meaning of consent and the shared distribution of that sensitive 

information. By presenting an opportunity to meld the “digital culture” with informal 
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conversations between clients and professionals to national policies, ironically, patients who 

benefit most from digital access may be least likely to have it. Rather than contributing to 

avoiding engagement rather than identifying needs, address the thought processes from the initial 

recognition of a situation with ethical content to implementing a justifiable action. Although 

EHRs may underline the need for a strategic framework to be maximized for patients who 

benefit most from digital rights management (the United States, 2002), are we morally 

responsible for our choices viewed as business decisions? How do our actions affect others? 

While facilitating adherence to the most current guidelines, Clinical Decision Support 

(CDS) might result in a poor outcome. In this situation, according to (Milliken & Grace, 2017), 

accountability is the ethical nature of the role as an obligation of any nursing profession. 

Although not all issues will require in-depth consideration, the goal is to reach a prudent choice, 

not a certainty. However, most have elements that outline a subjective approach to identifying 

questions, facts, and dialogue related to an ethics of principles versus ethics of character 

(Coit, 1912; White, 2011). Consistent with their personal and professional values (Gunaldo, 

2020), role-associated obligations and emotional and institutional barriers related to utilization 

may impede your motivation to act (Dahnke, 2009). Moral distress describes an unethical pro-

organizational behavior that does not promote patient/family advocacy and nurse moral agency 

concerns (Kaplow, 2005). At the expense of patient care and role conflicts resulting from the 

decision to recognize a triad, this activity's importance in the initial and ongoing phases cannot 

be overemphasized (Mason et al., 2015). It may be challenging to remember that action has 

consequences when encountering situational fears that require moral courage (Lachman,n.d.); 

Jameton (2017) states, “knowing what is right and focusing on the relationship between tacit 

knowledge and institutions constrains acting on that knowledge, and the psychological distress 
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resulting from that inability to function with the freedom of action“ can be challenging when 

encountering a situation that requires moral courage. Moral courage can also be “learned, 

practiced, and mentored” (Hawkins & Morse, 2014, p. 268). 

Conclusion 

EHR technology should serve as a guide as you evaluate all aspects of acquiring an EHR. 

Many providers look at the functionality but not beyond the technical platform. Although 

functionality is critical to the system's day-to-day utilization, the technical underpinnings can 

mean the difference between a substantial investment and a poor one. In May of 2003, the 

Department of Health and Human Services (DHHS) asked the Institute of Medicine (IOM) to 

identify “core care delivery-related functionalities of an Electronic Health Record (EHR) 

system” (Institute of Medicine, 2003). A functional model of an EHR system (Meehan et al., 

2016) will help providers create value by delivering integrated solutions. For most, the migration 

to making electronic data usable and interoperable will take place for years (Rodrigues et al., 

2013). Intended to provide an open and widely used set of requirements for various EHR 

systems, the object-based architecture of software components for extending remote distributed 

functions and processing networks would, according to (Hasselbring, 2000), allow providers to 

compare and contrast management information systems and enable vendors to build a climate for 

excellence that prevails over operational complexities (Ericison et al., 2003). But to be great, a 

functional model of an EHR system must also reflect a balance between the capabilities and 

features of the tools that support them and what can be implemented immediately (Gliklich et al., 

(2014). 

However, the valuable IT governance and risk mitigation approach for healthcare cloud 

computing (Ermakova et al., 2013) is the pivot to a blockchain-based system for health 
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information exchange networks (Liu et al., 2018). Maleh et al. (2020) raise important questions 

about patient autonomy, confidentiality, privacy, physician obligations, the mandate to improve 

health care, and the need to reduce potential harm. What can be placed in the EHR? What format 

should they be reported in? What has contextualized the understanding of providers' health IT 

behavior? To enhance care delivery, a distinction must be drawn between clinical decision 

support outcomes and preventive health records. For instance, confidentiality obligations are 

owed only by healthcare providers and healthcare systems. Arguably, should the patient be able 

to choose what information to disclose (Rothstein, 2010)? 

At the same time, practitioners increasingly recognize that Health Information Exchange 

(HIE) is critical for improving quality, safety, and efficiency by delivering comprehensive 

information about the patient at the point of care. Enhanced by an extended range of autonomy 

that includes legislated privileges, “healthcare professionals must demonstrate the efficacy of 

their contributions to health and wellness” (Forister & Blessing, 2019). Working to protect 

themselves and their patients, there is an obligation to advocate for their patients and their 

profession at the systems level of healthcare. By being aware of how policy choices for 

granularity will affect clinical care and following best practices when sources of data are 

combined into a single analysis (Kimball et al., 2010), especially with annotations, appendices, 

and corrections after patient visits, evidence in the decision-making process, according to 

Salzman et al. (2012), can inspire and motivate administrators, researchers, and clinicians to 

increase quality patient care and participate in practice change outcome metrics. 
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